10.0

10.1
10.2

10.3
10.4
10.5
10.6

Information Technology

Information Technology

Employee Access to Technology Resources and
Information

Appropriate Use of Technology Resources
Employees’ Role in Security

Privacy
Retention of Data




Subject Information Technology
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Officer Responsible ClIO

Policy Statement:

The College shall maintain an Information Technology environment that supports both
academic and administrative computing in the following main areas.

e Academic technologies that support classroom and online learning.

e A secured and reliable wired and wireless networking environment that supports
voice and data.

e A robust and dependable administrative system to support the business operation
related to Human Resources, Financials, and Student System.

e Email and file servers, and other centralized computer system.

e Web and portal services for both external and internal users.

Procedure:

Lincoln Land Community College makes available to the members of the College
Community an extensive continuum of technology resources for use in their professional
and academic pursuits. The purpose of the IT policy is to safeguard the technological
infrastructure of the institution by establishing appropriate use guidelines for all rightful
users of technology resources. Ultimately, the primary goal of this policy is to prevent
problems before they occur. Access to a wide array of technological resources is
accompanied by a responsibility to conduct activities within the parameters of this policy
— in an effective, ethical, and lawful manner. Violators of this policy may be subject to
disciplinary action in accordance with the College’s progressive discipline policy, up to
and including discharge.

1. Definitions:
A. Technology Resources

This policy frequently refers to “technology resources.” At Lincoln Land

Community College, this term encompasses many components, including but not

limited to:

e network services (such as individual and shared network storage, Internet
access, e-mail, and printing services);

e web services (such as LLCC web site, portal, and Logger Central);

e all IT mission critical systems (such as Ellucian, Colleague, and Canvas);

e telecommunications systems (such as Skype for Business, telephone, cellular
phones, smartphones, and voice mail);

e IT physical equipment including computers and peripherals in all offices,
classrooms, and common areas (labs, library, etc.);

« all supplementary technology devices (such as scanners, digital cameras, video
cameras, projectors, document cameras, satellite, and public display systems);



e all IT mobile equipment (such as laptops, tablets, and other personal computing
devices);

« all retail software (such as Windows and Microsoft Office 365);

« all specialized academic applications (such as AutoCAD, Adobe Products, etc.
as well as access to research databases such as FirstSearch).

Although this list is extensive, it is important to note that it is only representative. It
cannot be exhaustive as technology resources at the College are in a constant state
of change. The policy applies to all technology resources regardless of whether or
not an individual item is included in this list.

. Information

The term “information” in this policy refers to any data stored or utilized in any
technology resource including, but not limited to network storage devices, cloud
storage, telecommunication devices including voice mail, e-mail systems, all disk
drives, portable storage devices owned by the College, and web pages.
“Information” also includes College-owned data (such as student data stored in
grade book programs) and business communications that are being stored, utilized
or conducted on equipment that is NOT owned by the College. This includes data
stored on personally owned equipment such as smart phones, laptops, home
computers, personal cloud storage, and portable storage devices.

AT

IT or Information Technology refers to the study, design, development,
implementation, support, or management of computer-based information systems,
particularly software applications and computer hardware. IT deals with the use of
electronic computers and computer software to convert, store, protect, process,
transmit, and securely retrieve information.

. User

The term “user” refers to anyone who utilizes any technology resource, including
but not limited to students, employees, community members, vendors, contractors,
and subcontractors, regardless of the location of the resource, or the location of the
user. In other words, a user may be using systems remotely, such as is possible with
Canvas or library databases, but will still be required to operate within the
parameters of this policy. Users include those who may or may not possess a
network or other account, as a user may not be required to have an account to use
many technology resources.

. Access

The term “access” refers to authorized ability to use information or technology
resources. Access for each user is unique. It is based upon their “need to know” in
order to adequately, effectively, and efficiently perform the tasks of their official
position.

Systems Administrator
The term “Systems Administrator” generally refers to employees in the Information
Technology department in the specific positions of Director, Systems, Network






The user notifies the



Use processes and tools to create, assign, manage and revoke access credentials and
privileges for user, administrator, and service accounts for enterprise assets and software.









5. Remote Access

Remote access to local resources in the LLCC network environment shall be authorized
and managed on a case-by-case basis based on the official responsibilities of the
employee’s position at the request of the supervisor. All remote access to the LLCC local
network must use a secure, College provided solution.






Using resources for commercial use including, but not limited to, the promotion or
day-to-day operation of “for profit” and/or privately owned businesses or commercial



Use of any Free or For-



radios, and fax and all other like devices whether or not listed here. Reasonable
personal use that does not interfere with the employment responsibilities of the
employee and that is in compliance with this Policy and all other policies of the
College is acceptable. Except as otherwise excluded by law or collective bargaining
language, all devices, files, messages and storage associated with all electronic






Distribution of such material as MP3 music or video files or the use of streaming,
audio or video can cause excessive network loading which may cause a significant
decrease in network performance for all employees. Therefore, media streaming sites
may have restricted bandwidth.

Employees who believe they need to perform these types of actions within the
confines of their job responsibilities must contact the IT department for assistance in
completing the task in a manner that will not negatively impact other users.

11. Copyright Compliance

All technology related media files (including, CD, DVD, USB drive, as well as any
other electronic media) must comply with the specifications of the established LLCC
Copyright Policy.

A. Duplication of College-Owned Resources Outside of the IT Department
Reproducing College-owned copyrighted material in any form without proper
authorization or not in accordance with the College’s copyright regulations (or
federal and state laws) is prohibited.

B. Duplication of Personal Resources
College equipment and resources (such as media) may not be used for the
duplication of personally owned copyrighted material.

C. TEACH Act












Subject Privacy
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Officer Responsible ClO

Policy Statement:

All information that resides on any Lincoln Land Community College technology
resource is the property of Lincoln Land Community College, subordinate to recognized
copyrights and legal statutes. Nonetheless, Lincoln Land Community College respects the
privacy of the individual. College administrators or employees of Information and
Telecommunication Systems do not ordinarily access the files created and stored by
others. However, Lincoln Land Community College does reserve the right to do so.

Privacy must be balanced with the requirements of assuring system integrity or enforcing
institutional policies. These necessities may result in Systems Administrator access to
files with or without consent of the employee. In order to fully understand the scenarios
by which this may occur, employees should familiarize themselves with the policy
components below.

Procedure:

1. The Electronic Communication Privacy Act of 1994 (ECPA)
Under the Electronic Communication Privacy Act, electronic communications may be
intercepted when at least one of the communicating parties grants consent. Under this
policy, the use of a Lincoln Land Community College technology resource grants
consent to the College for monitoring all electronic communications.

2. System Maintenance
Systems Administrators regularly scan volumes of data on network devices for
routine maintenance purposes. As a byproduct of maintenance, the Director, Systems,
and IT Infrastructure may see the contents of files and e-mail messages.

The Systems Administrator is required to report any illegal activity that is discovered,
or any information that indicates a violation of policy to the Chief Information
Officer. If necessary, the report will be reviewed with the Associate Vice President,
Human Resources. Policy violations will be pursued in accordance with Policy x.0,
Section 2.

3. Access without Consent

File and computer access without the consent of the employee may occur. The Chief
Information Officer and the Associate Vice President, Human Resources will
authorize all access that occurs without consent. The Systems Administrator or
designee will log all instances of access without consent. An employee will be
notified of College access to files without consent. Depending on the circumstances,
such notification may occur before, during, or after the access. Situations that result in
file or computer access include, but are not limited to the following:






Employees may request that IT grant temporary or permanent access to non-shared
files and/or directories to another employee who is collaborating on a project, to an
employee who shares the same responsibilities, or to an employee in the same
College department. Access to other employees may be granted with the consent of
the employee’s supervisor. This includes email access and creation of email aliases.
The request needs to be submitted via the Help Desk (http://it.llcc.edu).

Employment Termination

When employment is terminated, employees are prohibited from removing any files
other than personal files whether related to day-to-day operations of the College, or to
special projects to which the employee was assigned, or which were created, copied,
or edited as part of duties of the employee’s position. Supervisors will have 30
calendar days to request transfer or archival of files and email of the terminated
employee. IT may remove terminated employee files and email messages after 30
calendar days of termination.



Subject Retention of Data
Board Policy 10.6
Officer Responsible ClIO

Policy Statement:

The College will ensure that its institutional data is effectively managed through a data
governance structure, and that such efforts support the goals of the College.

The College’s document infrastructure will provide the ability to define and enforce
document retention and deletion timeframes in accordance with local document retention
mandates and College guidelines.

The College will provide a data backup system for mission critical systems as part of its
Disaster Recovery and Business Continuity Plan.

Procedure:

1.

Data Governance:

The College will establish and maintain an enterprise data governance program to
develop an inclusive data governance culture. A working group, named the Data
Oversight Council, will lead the College’s data governance program.

LLCC’s enterprise data governance program has four major components:
executive sponsorship (the President’s Cabinet); data stewards; an oversight
group (the Data Oversight Council); and a home in the College’s Institutional
Research and Effectiveness office.

A Data Oversight Council will be formed to oversee LLCC’s data governance
program. The Council will be led by the institution’s Chief IR officer and reportto
the College’s CIO and CAO. The Council’s authority to operate and make
decisions is derived from the President’s Cabinet.

Email Retention and Deletion:
Email






instructions received in connection with a litigation hold may subject you
to discipline, up to and including discharge,
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